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Security Analysis and Improvement of a Certificateless Signcryption Scheme
FAN Ai-ing
( Network Computer Center Pingdingshan University Pingdingshan 467002 China)
Abstract: A kind of certificateless digital signcryption scheme was analyzed by using the certificateless cryptosys—
tem security model and the security flaws were found. Furlhermore the improved scheme was proposed to eradicate
the security flaws. The analysis results show that the improved scheme is characterized by its confidentiality unforge—
ability nonrepudiation which implies that the improved scheme is safe and effective.

Key words: certificateless cryptosystem; bilinear pairing; confidentiality; unforgeability

0
Riyami  Paterson 2003 ’ ’
( CL-PKC) 1
b 1.1
( Key Generation Center KGC) G, q P
KGC . ' Gy q
. e: G, x G, —G,
CL-PKC ’
. (1) : UVeGi:abel,
e(al bY) =e(U V) “.
(2) : U VegG,
5 e(U V) #1.
4 (3) : U Vet
6 5 e(U V)
5 Tate Weil
KGC 8.
120120322, 120120704, * . E-mail: fajlp@ yahoo. com. cn

(102102210416)
(19709

*551-



25 4 http: //journal. xytc. edu. cn 2012 10
J (DHP)): P G, Q) skp.
QeG,. P Q ne : m
Z: Q=nP m
2 ( DiffieHellman ( CDHP) ) : 1) keZ, U=kP,.
P aP bP e G, abP abeZ:. 2) r=H,(m | U) V=ker-sk,
DHP CDHP 3) y=e(S,0p Py) C=H(y) ®m.
DHP 4) o=(VUCQ).
CDHP . G, DHP : oc=(V U Q)
.CDHP :
1.2 1) y=e(sky Qu) m=H;(y) DC.
2) r=H,(m| U)
‘ ‘ ‘ ‘ 3) oV P) 2e(Qy )"
7 KGC
9 1 0.
) 2.2 5
A (Qu
Q) sk B
] (On Op) sk. m o=(V U
Typed A €)
A, 2.2.1
Hash 6 A,
Typedl Ay s
A, A .
y=e(sky Qy) =e(SysQy SyP) =
2 S e( S0, Py)
2.1 5 s Ay
: KGC .1 S y m
¢ G G P Z 4 S, 6
s P, = sP. H.: {0 A,
1}"— G Hy {0 1} —Z, H,: 6,—{0 1}°
{e G, G, P P, H H, H}. A
( ) Z, 6
Simn Qi =SmP A Sa
A, A
- KGC A S, 6
. ID KGC A, .
Quw =H,(ID) Sin = 5 A, KGC
sQp- Ay $
: ( D) KGC. y=e(sQp Qu)m=H,(y) DC
Q2 =S @ (Qmi Q) - . :
: ID y :e( SAIQB2 Po) =
skip =SS po- e( S Qp sP) =e(sQp Qu)-
A (Qu Qun) 2.2.2
sk, B (O o=(VUC

*552-



1) U=P,;
2)r=H,(m | U) V=rQy,;
3) o=(VUDZOQ

2

e(VP) Ze(Qp U)'

e(VP)=e(rQ, P) =¢(Q, U)".

2.3 5
Ay
y=e(sky Q) y=e(sQp Qu)
(1) sk,
(S, $) 1 s
sk, =SS =S50 =85S Qp =50 (2)
(Qmw Q) Sinn
A
Ay
V=k-r-sk, 3
Vv U
U=X X P tP Q,, vV
e(VP)=e(Q, U) =e(rQ, X)
V=rQ,, U=P.
V U U
Vv U. U
vV VvV U
V
vV U Vv U vV
U
3
5 .
: ( ID)
Qo =0 (Omw Que) -
ID
(S Sw) -

' A ( QAI
Q) (Su Sw)- B

(On Q) (Sp Sp) -
1) keZ, U =kP,.
2)
y=e(kS;Qp Py)e( Sy Qp)
C = Hy(y) @®m.
3) V=58,U+H(y) Sy
4) oc=(VUCQ.
o=(V UZC
1)
y=e(SuQu U)e(Qp Sp)
m=H,( y) @C.
2)
eV P) Ze( U Qu) el Hil5) Qo Pu)-
1 0.
4
4.1
o=(VUC

y=e(kS,Qp Py)e( Sy, Qp) =
e( SuSpuP kPy) e(sQ, Qp) =
e( Sy SuP kP)e( Qy sQp) =
e(SpQu U)e(Qp Sp)
e(VP)=e(S,U+tH(y)S,, P) =
e(S U P)e(Hy(y) Sy, P) =
e(U S, P)e( Hy(y)sQpn P) =
(U Qu)e(Hy(y) Qp sP) =
(U Qu)e(Hy(y) Qp Py)-

)

)

4.2
(1)
A Ay
m =H(y) ®C
Y sy =e( kS, Qp Py)e( Sy, On) Yy =
e(SpQu U)e(Qp Sp)- A
B . A,

* 553 -



25 4 : http: //journal. xytc. edu. cn 2012 10

N

S S S ?
Al B A2 e(VP) Ze(U Qu)e( Hy(y) Qi Py)
=sQpn Sp =50p $ s
P, =sP DHP
S
Ay s s
' (4)
Sy =SuP Sp =SuP. Ay 5
DHP e(V P) Le(U Qu) e( Hy(y) Qr Py)
kS, 04 . o=(VUQC
SpOn CDHP
(2) 5
67 >
CDHP 2
Al All
DHP
V=S,U+H,(y) S, 3.2
(3)
Al-Riyami S Paterson K. Certificateless public key cryptography C /] Proceedings of the Asiacrypt 2003 Lecture Notes in Computer Science
2894. Taipei: Springer-Verlag 2003: 452-473.
I 2011 37(17) : 108410.
Choi K Park ] Hwang J et al. Efficient certificateless signature schemes C // Proceedings of the ACNS 2007 Lecture Notes in Computer
Science 4521. Zhuhai: Springer-Verlag 2007: 443-458.
Barbosa M Farshim P. Certificateless signcryption C //Proceedings of Computer and Communications Security Conference. Berlin: Springer—
Verlag 2008: 919-931.
] 2009 35(5) :147449.
I 2011 28( 10) :3800-3804.
J. 2008 29(5) :88-92.
I 2011 37(8):109411.
J. 2011 37(9) :163464.

o N N W

- 554.-



